MAKHUDUTHAMAGA
LOCAL MUNICIPALITY

26/07/2022
MAKHUDUTHAMAGA LOCAL MUNICIPALITY

Service Providers are invited to provide the quotations for the below Specification:

Quotation Number : Lim473/security plan/22/23/quote/010

Specification Quantity Price per Total
person

Background

Makhuduthamaga Local Municipality has various Information and Communication Technology
Systems used to enable departments to deliver basic services to its residence.

Failure to plan and monitor security threats both internal and external will result in the municipality
been unable to continue to deliver services to its residence, therefore a response plan is required for
management of all ICT Security related incidents.

The Municipality has the following ICT Systems currently in use:

¢ Microsoft Products (Microsoft Windows Server, Microsoft Exchange as well as Active Directory)

¢ Financial Applications for financial transactions, leave and payroll services
Document Management System

Service Desk System

Firewall Systems

Backup and recovery systems

The service provider should provide quotations for development of ICT security plan.
1

Conduct vulnerability assessment on all
Municipal ICT systems

Develop a priority list based on the 1
assessment conducted

Document possible or common threats 1

Develop Internal ICT security incident 1
response plan

Develop Cyber security incident repose plan | 1

Sub total

Vat

Total

Quotation must be submitted and be sealed in an envelope and marked with the relevant
quotation Description and Quotation Number and be submitted in to Municipal tender box
at Makhuduthamaga Local Municipality Offices in Jane Furse before the closing date and time.

1



Returnable Documents:

Quotation | :
Declaration of Interest forms downloadable from www.makhuduthamaga.gov.za.
Affidavit Confirming Municipal Rates and Taxes or proof of municipal rates

CSD Report

Accreditation certificate

Clossing Date: 05 August 2022 @ 12H00 =

For Enquiries Contact
Supply Chain Unit: 013 265 8607- Mothapo KJ

Corporate services : 013 265 8628 — Mahlare MA....




